[image: ][image: No photo description available.]
States of Jersey Police – Privacy Policy (Kulpa submissions)
Effective date: 3 March 2026
Who we are: The Chief Officer of the States of Jersey Police (SoJP) is the controller for personal data processed when evidence is shared with SoJP via the Kulpa Police Platform (kPP).
1) Scope – when does this notice apply?
This notice applies only when a Kulpa user chooses to share their case and evidence with SoJP using the “share with [x] police” function. From that point, SoJP is the controller for the data received and processed for policing purposes; Kulpa acts as SoJP’s processor under our Data Processing Agreement (DPA). Kulpa uses Microsoft Azure (UK regions) as a sub‑processor to host and operate the platform.
Until a user shares with SoJP, Kulpa acts independently as a controller for onboarding and evidence storage.  This policy does not cover Kulpa’s independent processing; please refer to Kulpa’s own privacy information for that stage.
2) What data we receive and where it comes from
Sources: Directly from the individual (the Kulpa user) when they submit a report and share their evidence with SoJP via the kPP.
Categories of personal data we may receive (non‑exhaustive):
Identity and contact: name, date of birth, address, email, phone; details of the reporting officer where relevant.
Case and policing data: SoJP crime/incident reference and sensitivity markers.
Evidence files of any type: photos, videos, audio, documents, messages, social media screenshots/exports, CCTV/doorbell footage, and associated metadata captured at source to protect evidential integrity (ESI trail).
Biographic/technical: device and technical metadata associated with uploaded items.
Special‑category, including alleged criminal activity data where relevant (e.g., health information and injuries, sex life/sexual orientation in relevant cases, race/ethnicity in hate crime, alleged criminal activity, biometrics used to confirm identity).
Children and vulnerable people: Where a child shares data with SoJP, we treat it with heightened safeguards and in line with our duties to protect life and prevent or investigate crime.
3) What we do with your data (purposes)
Receive, assess, and secure reports and evidence submitted by the public.
Create and manage a crime/incident record within SoJP systems, linking the case to the evidence package.
Investigate, prevent, detect, and prosecute criminal offences; protect life and property; maintain public order; and otherwise perform our policing functions.
Prepare material for charging and court (including an exhibited, digitally‑signed statement produced by the platform without AI).
Audit and safeguard access (sensitivity markers, full audit trail, and SoJP Single Sign-On (SSO)‑controlled access).

4) Our valid processing conditions under the DPJL
We process personal data under the Data Protection (Jersey) Law 2018 (DPJL) where it is necessary and proportionate for policing functions and the administration of justice. Typical conditions include:
Law enforcement, Administration of justice and/or functions conferred by or under an enactment for policing purposes.
Legal claims; vital interests in emergencies; and other law enforcement related purposes (including conditions for special‑category data), depending on the facts of the case.
We do not rely on your consent for policing purposes. 
5) How and where we process and store your data
Kulpa operates on Microsoft Azure in the UK.; data shared with SoJP is accessed via the kPP (browser‑based portal).
After review, SoJP downloads the evidential package from the kPP and uploads it to SoJP systems. 
Access to the kPP is restricted via SoJP Single Sign‑On (SSO) and SoJP applies sensitivity markers. The kPP maintains a full audit trail of user actions.
Kulpa holds ISO/IEC 27001:2022 (ISMS) and BS 10008:2020 (evidential weight/legal admissibility) certifications; SoJP applies internal security measures consistent with policing information assurance standards.
6) International transfers
Kulpa (processor) and Azure (sub‑processor) process data in the United Kingdom. Cross‑border transfers between Jersey and the UK are permitted where adequacy or appropriate safeguards apply under Part 8 DPJL; Jersey guidance recognises flows to the EU/EEA and to other adequate countries (including the UK).
7) Sharing your data
We may share data, where necessary and proportionate, with:
Law Officers’ Department, Parish Centeniers, courts and other criminal justice partners for charging and prosecution.
Other law enforcement agencies and safeguarding partners where required for investigations or to protect life.
Processors working for SoJP (e.g., Kulpa) under contract and subject to DPJL Article 19 requirements; sub‑processors (e.g., Microsoft Azure) are contractually controlled.
All disclosures are assessed case‑by‑case and limited to what is necessary for the purpose.
8) How long we keep your data (retention)
Once evidence is received by SoJP, Kulpa “locks” the copy for 6 months to ensure safe transfer to SoJP systems. Thereafter, the Kulpa copy can be deleted in line with Kulpa’s processes.
Within SoJP, the case record and evidential material are retained in accordance with SoJP retention policies and applicable national policing retention guidance for the record type (e.g., crime, custody, intelligence).
9) Your rights
Under the DPJL, and subject to applicable exemptions for policing, you may have rights to access your personal data; rectification; erasure; restriction; object to processing under the public functions condition; and rights relating to automated decision‑making. Some rights may not apply where doing so would prejudice policing purposes or the rights of others.
To exercise your rights, please contact our DPO (see Contact below). 
10) Automated decision‑making / profiling
SoJP does not take decisions with legal or similarly significant effects solely by automated means in this process. Kulpa’s exhibited statement accompanying shared evidence is not generated using AI.
11) Safety and sensitivity
Where a case is marked sensitive, additional in‑app and access checks apply. We operate measures to reduce the risk of inadvertent disclosure (for example, prompts when accessing sensitive material).
12) Contact details
Controller: Chief Officer, States of Jersey Police, Police Headquarters, La Route du Fort, St Helier, Jersey, JE2 4PA.
Data Protection Officer (DPO): dataprotection@jersey.police.je | +44 (0)1534 612612 | Address as above.
Raising a concern: Jersey Office of the Information Commissioner (JOIC), 2nd Floor, 5 Castle Street, St Helier, JE2 3BT; enquiries@jerseyoic.org; +44 (0)1534 716530; https://jerseyoic.org/
13) Further information
We may update this notice and will publish the latest version on our website. Material changes will be highlighted. A more detailed, high level privacy notice is available here  
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